DELPHIDAY

1talian conference

Azure SQL Database Essentials

From deployment to maintenance: initial
choices and daily operations



SERGIO GOVONI

CENTRO SOFTWARE S.P.A.

N\ segovoni.medium.com

bit.ly/sgovoni-MVP

y twitter.com/segovoni

O github.com/segovoni

in linkedin.com/in/sgovoni

DELPHIDAY

italian conference

9-10 Giugno 2026
Piacenza

wintech
italia



SQL command-line utility
github.com/segovoni/sqlcmdcli

Alter column with dependencies
github.com/segovoni/sp_alter_column

Conference demos
github.com/segovoni/sql-server-demos
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=> Overview of SQL solutions in Azure
=> Purchasing models

—> Service tiers

=> Compute tiers

-
-
-

Provisioning and deploy
Networking

Backup and restore

—> Maintenance activities
=> High availability

—



Overview of SQL solutions in
Azure
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verview of SQL solutions in Azure

Hybrid cloud

—
4 N

Shared
lower cost

@ Software as a service
Platform as

a service

Azure SQL ﬁ Azure SQL Database

Ity Managed Instance Virtualized databases

as a service

I I @ SQL Server on Azure YM
Virtual Virtualized machines

I I SQL Server Private Cloud

Virualized machines + Appliances

Physical

Dedicated SQI. Server
higher cost Physical machines (raw iron)
On-premises Off-premises

Higher Lower
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verview of SQL solutions in Azure

SQL Server on Azure
Virtual Machines

Best for re-hosting and apps requiring
0OS-level access and control

Automated manageability features and
OS-level access

Infrastructure as a Service (laa$S)

Control and Compatibility

Azure SQL Azure SQL
Managed Instance Database

Best for modernizing existing apps Best for building new apps in the cloud

Offers high compatibility with SQL Server Pre-provisioned or serverless and
and native VNET support Hyperscale to meet demanding workload
requirements

Platform as a Service (PaaS)

Managed

Familiar drivers, T-SQL, engine, and tools
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Overview of SQL solutions in Azure

SQL virtual machines Managed instances Databases

Best for migrations and Best for most lift-and-shift migrations to Best for modern cloud applications. Hyperscale and

applications requiring OS- the cloud serverless options are available
level access

B B 5 e

SQL virtual machine Single instance Instance pool Single database Elastic pool

SQL Server and OS = SQL Server surface + Pre-provision compute Hyperscale storage + Resource sharing

server access area (vast majority) resources for migration (up to 100TB) between multiple

Expansive SQL And OS « Native virtual + Enables cost-efficient Serverless compute databases to price

version support network support migration. Fully managed OIP’C”TTIZ.G

Automated + Fully managed + Ability to host smaller service Simplified performance

manageability features service instances (2Vcore) management for

for SQL Server - Currently in public multiple databases
preview « Fully managed service
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SOL Server on Azure VMs

SQL
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=> PaaJd with high SQL Server compatibility
-> Best for lift-and-shift migrations
-> Managed instance with reduced admin work ~ Ces®

=> Supports SQL Agent and instance-level o
features

-> Works well with virtual network integration
-> More isolated than Azure SQL Database

—



=> Fully managed Paas database service

-> Best for modern cloud applications

=> Built for scalability and high availability

-> Advanced security with less administration
=> Supports single datahases and elastic pools

-> Backups, patching, and updates are
automated

—



Azure SQL Database
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Purchasing models
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DTU model
Simple,
Preconfigured

Database Transaction Unit (DTU)-based model
Bundled measure of compute, storage and IO resources
Best for customers who want simple, pre-configured resource options.

vCore model
Independent scalability

Storage

vCore-based model
Independent scaling of compute, storage and |0 resources
Best for customers who value flexibility, control and transparency
Use with Azure Hybrid Benefit for SQL Server to gain cost savings
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Purchasing models

DTU-based

vCore-based

Bundled compute, storage, ~ Customers who want
and 1/0 model based on simple, preconfigured
DTUs for single databases ~ resource options

and eDTUs for elastic pools.

This model allows you to Customers who value
independently choose flexibility, control, and
compute and storage transparency
resources with Azure Hybrid

Benefit support

https://learn.microsoft.com/azure/azure-sql/database/purchasing-models

Basic, Standard,
Premium

General Purpose,
Business Critical,
Hyperscale

.DelphiDa
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—

=> Monthly free limits
-> 100,000 vCore seconds
-> Max of 4 vCores
- Max 32 (B of data per database

N
N
N

Up to 10 databases per Azure subscription
Long-term backup retention isn't available

Backup is local redundant only

—


https://aka.ms/sqlfreeoffer
https://aka.ms/sqlfreeoffer

Start for free
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Service tiers
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-> A database transaction unit (DTU) represents a blended
measure of CPU, memory, reads, and writes

-> [or a single database at a specific compute size within a
service tier, Azure SQL Database guarantees a certain
level of resources for that database (independent of any
other database)

-

—


https://dtucalc.azurewebsites.net/
https://dtucalc.azurewebsites.net/

-> DTU-based purchasing model offers three service tiers:

=> Premium for OLTP applications with high transaction rates, low-
latency 1/0, and the highest resilience through multiple isolated
replicas

=> Standard for less demanding workloads with balanced, budget-
oriented compute and storage

-> Basic for small applications with minimal performance requirements
and lower cost.

—



-> vCore-based purchasing model offers three service tiers:

=> Hyperscale (recommended) for most business workloads, with
independently scalable compute and storage, high performance, high
availability replicas

=> Business Critical for OLTP applications with high transaction rates
and low-latency 1/0, with high resilience through several isolated
replicas

=> General Purpose for less demanding workloads with balanced,

budget-oriented compute and storage r

N



Compute tiers
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=> vCore-based purchasing model provides two different

compute tiers for Azure SQL Database:
=> Provisioned compute tier
-> Serverless compute tier

-> [TU-based purchasing model provides just the provisioned
compute tier

—



-> Provisioned compute tier provides a specific amount of
compute that is continuously provisioned independent of
workload activity, and bills for the amount of compute
provisioned at a fixed price per hour

-> Serverless compute tier automatically scales compute
resources based on workload activity and bills for the amount

of compute used, per second
=> Available in the vCore purchasing model, in the General Purpose and

Hyperscale service tiers .

N



Provisioned compute tiers

Unused compute
resources

w
@
-

g
@
-
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o
£
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o

Provisioned Compute Tier
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Serverless compute tiers
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== Min vcores

CPU usage

Inactive Paused

Max vcores — wmm \/cores used Vcores billed

sDELPHIDAY

italian conference



- Aui
-> Bil

tomatically scales compute based on workload demand
ed per second for compute used

-> AUl

0-pause and auto-resume reduce compute cost during idle

periods
-> | ess suitable for workloads that need constant performance

—> Available in vCore model only
-> Supported in General Purpose and Hyperscale

-> Auto-pause/auto-resume currently supported only in General

Purpose

-
N



-> Supported only in the General-Purpose tier

—> Auto-pause happens after the configured auto-pause delay

—> Auto-pause requires zero sessions and zero user workload CPU
-> When paused, compute cost is zero; only storage is billed

-> The next login or activity automatically resumes the database

—> The first connection attempt can return error 40613, then
retry

-
N



Serverless auto-pause, auto-resume
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Sdervice and compute tiers

https://learn.microsoft.com/azure/azure-sal/database/sql-database-paas-overview ?view=azuresal#service-tiers [ | D E L P H I D AY

italian conference



https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers
https://learn.microsoft.com/azure/azure-sql/database/sql-database-paas-overview?view=azuresql#service-tiers

Provisioning and deploy
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Choose the right Azure SQL solution

Are you bulding a
new application?

o5 ——fp— Mo ———

Azure SQL Database

Are you migrating an
existing database?

Azure SQLDstabase Do you expect to have
@ Hyperscaa elastic pool o hundreds of customers’ e
(2 Do you want to mana s
you > manage your existing
l L Server from e withos
o migrating
&3 SQL Server enabled s B 0L Server enabled by

5QL Server ta Azure for quided Yes—r B e

@ Azure SQL Database elastic pool ‘migration recommendation:
: No
Are you building a Saa$ (Software-as-a-Solutior
that your company will sell or provide to other

Do you need 05 customers?

. SQL Server on A = el e
ile kru;. [ It *7 [ Azure SQL Database Hyperscale

QL Server version?

nal

workload

your wo equ jonal | -
application replication, .NET CLR, SQL agents, or Yes—st [, A2Ure SOL Managed
nstanc functionality like nstance
crass-database queries or linked server?

Ho

& Azure QL Database Hyperscale elastic pool

Are you building a 5aaS (Software- lution) that
jour company Il or provide to other customers?

"""" " @ Azure QL Database elastic pool
* @ Azure QL Database

Are you building a S35 (Software- lution) that
mpany will se

Are you building a Sa:
ware-as-a-Solution) that your compas
will sell or provide to other customer:

@ Azure SOL Database Hyperscale elastic poal
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-> Deployment options
=> Single database is a fully managed, isolated database for modern
cloud applications and microservices that need a single reliable data
source
=> Elastic pool is a set of single databases that share resources such as
CPU and memory, and databases can be moved in and out of the pool

—



Elastic pool




Elastic pool
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-> With elastic pools, you don't need to focus on dialing
database performance up and down as demand for
resources fluctuates

-> [he pooled datahases consume the performance resources
of the elastic pool as needed

-> Pooled databases consume but don't exceed the limits of
the pool, so your cost remains predictable even if
individual database usage doesn't .

N



-> The best size for a pool depends on the aggregate

resources needed for all databases in the pool:

=> Maximum compute resources utilized by all databases in the pool
(eDTUs or vCores)
-> Maximum storage bytes utilized by all databases in the pool

—


https://learn.microsoft.com/azure/azure-sql/database/elastic-pool-overview#how-do-i-choose-the-correct-pool-size
https://learn.microsoft.com/azure/azure-sql/database/elastic-pool-overview#how-do-i-choose-the-correct-pool-size
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Azure SQL networking
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N

& Azure SQL security capabilities

l PHYSICAL SECURITY

ACCESS MANAGEMENT

THREAT PROTECTION

CUSTOMER DATA «DELPHIDAY
italian conference




Azure SQL networking security




on't allow Azure services (IMHO)

4 This option configures the firewall to allow connections from IP addresses allocated to
any Azure service or asset, including connections from the subscriptions of other
Exceptions customers.

Allow Azure services and resources to access this server ©

sDELPHIDAY
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Server and database-level firewall




and database level firewall

Connect via
Private Endpoint

Deny Public
Network
Access

Match found in VNET firewall rules?
Yes ( server scoped,
{DB1,DB2})

d>

| Database Level Firewall |

myserver.database
windows.net

Yes ( database scoped,
- DB1 only)
@ Match found in sys.database_firewall_rules?

DB1
Server Level Firewall

Yes ( server scoped,
— {DB1,DB2})
@ Match found in sys. firewall rules?

Comecton e sDELPHIDAY
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Connection policy

Connection Policy
Configure how clients communicate with your SQL database server.Learn more[?

Connection policy

(:) Default - Uses Redirect policy for all client connections originating inside of Azure (except

Private Endpoint connections) and Proxy for all client connections originating outside Azure

@) Proxy - All connections are proxied via the Azure SQL Database gateways

Redirect - Clients establish connections directly to the node hosting the database

sDELPHIDAY
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Connectivity architecture

Gateways

‘! redirect-find-db ﬁ

redirect-query

g

Node
Cluster 54
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Connectivity from within Azure




Connectivity from outside of Azure
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Backups
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=> Azure SQL Database automatically creates database

backups
=> Full backups every week
= Differential backups every 12 hours
=> [ransaction log backups every 5-10 minutes
-> Backups are stored in read-access geo-redundant storage

replicated to a paired data center

—



Backups: locally redundant storage (LRS)

ﬁ Primary region (multi-az)

Availability zone 1

@ Datacenter 4

: Storage

i Backup copy 1
i Backup copy 2

i Backup copy 3

{ELPHIDAY



Backups: zone-redundant storage (ZRS)

ﬁ Primary region (multi-az)




Backups: geo-redundant storage (GRS)

ﬁ Primary region (multi-az)

ﬁ Secondary region (paired)

Availability zone 1 Availability zone 2 Availability zone 3

Availability zone 1
@ Datacenter 2

@ Datacenter 4
—_—
—— otorage
@ Datacenter 3

: Storage

@ Datacenter 1 -

B Backup copy 4

Il Backup copy 1

i Backup copy 2 i Backup copy 5

i Backup copy 3

i Backup copy 6
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Backups can be used for...
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https://bit.ly/34Y1IY2
https://bit.ly/34Y1IY2

=> All Azure SQL databases have a default backup retention
period of / days

=> Backup retention period can be changed up to 35 days (at
[-days chunks)

=> Backups of deleted databases will be kept according to the
retention period fixed

-

—


https://bit.ly/2SpEOq0
https://bit.ly/2SpEOq0

Backup long-term retention (LTR)
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Maintenance activities
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Maintenance activities
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Methods for maintenance activities
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=> |n Azure SQL Database we have several methods to do

maintenance operations:
= |inked Server
- [atabase Maintenance Plan

= Azure Automation Services
= Azure SQL Database Elastic Jobs

=> |t is advised to use the stored procedures of the suite SQL

Server Maintenance Solution done by Ola Hallengren

-
.

N


https://ola.hallengren.com/
https://ola.hallengren.com/

Automatic index compaction (preview)
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—> Benefits and considerations:
-> You don't need to set up and maintain index maintenance jobs

-
-

-

t avoids high resource consumption by index maintenance jobs

t reduces the space growth that can occur when data in the database is
modified

t improves query performance:

—=> Reading a compact index reads fewer pages

= A compact index is more likely to be selected to improve a query plan

-> Similar to index reorganization, the compaction process
acquires short-term exclusive (X) page locks



Azure SQL Database Elastic Jobs

el Azure 5QL
w logical server
Job agent

T

Read
Job definition Write

Job status

¥

Job

database
il Azure SQL
W logical server
Write job
output

Output i |

database

e Azure SOL logical server
w (Subscription A)
— — —

Execute job
on targets

All databases
in a server

e Azure SOL logical server
w (Subscription B)

All databases
in a pool

Imdmvidual
database

https://learn.microsoft.com/azure/azure-sal/database/elastic-jobs-overview
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=> Azure SQL
for automa
Azure SQL

Jatabase Elastic Jobs is the most complete solution
jon of scheduled activities to be performed on
Jatabase

-> |t's in general availability

J

t runs jobs

whose definitions are stored in a “job database”

-> Jobs are T-SQL scripts scheduled to act for a group of Azure
SQL databases

-
N



-> Automate management tasks and schedule them

=> Configure jobs to execute across a collection of databases

on a recurring basis, such as during off-peak hours:
=> This is a significant differentiation from SQL Agent, which cannot
dynamically enumerate the target databases, especially in SaasS
customer scenarios where databases are added/deleted dynamically

-> (ollect data for reporting
-> [Jata movement

—



= Azure SQL [
database wi

atabase Elastic Jobs requires an empty
h service level of “S17 or higher hosted in an

Azure SQL L

atabase:

=> This DB is also known as “job database” and it’s like the MSDB for
on-premises instance

-> The “job database” is used for defining jobs and tracking the status
and history of job executions

—



-> The elastic job agent can connect to the
server(s)/database(s) specified by the target group via

two authentication options:
=> Microsoft Entra authentication with a user-assigned managed
identity (Recommended option)
-> Database-scoped credentials (previously, this was the only method
of authentication)

—



Microsoft Entra authentication with UMI

User-assigned I Target server 2
managed identity

b UML I Target server 1
jobuser

W Target master db

» CREATE USER [jobuserUMI]
FROM EXTERNAL PROVIDER

REATE USER
jobuserUMI] FROM
XTERNAL PROVIDER

r_
>l Target user db

W Output db

CREATE USER
TS, o
E)J(TERNAL PROVIDER EXTERNAL PROVIDER

sDELPHIDAY
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Elastic jobs limitations and availability
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High availability
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Active geo-replication

Azure Traffic
User device Manager
—_

End user
traffic

Primary logical Secondary

Ingress server logical server Ingress

LB LB

Geo-replication

Application
(read-write)
DB traffic
Application
(read-only)

Ca Primary region Ca Secondary region

# Indicates end user traffic after failover to secondary region

sDELPHIDAY
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=> Asynchronous replication based on Always On technology
=> [ransactions are committed on the primary first
Changes are then replicated to geo-secondary databases
Up to 4 readable geo-secondaries per primary database
3e0-secondaries can offload read-only workloads

rach geo-secondary can be placed in a different Azure
region

R

-
N



-> Failover is manual or application-controlled

- ganL be initiated through Azure portal, API, PowerShell, or T-

-> Failover with no data loss waits for full synchronization

-> Forced failover promotes the secondary immediately

-> Forced failover can cause data loss

—> After failover, the new primary is on a different logical server
-> The connection endpoint changes after failover

-
N



1 Active geo-replication: Requirements and BP

lllllllllllllllll


https://learn.microsoft.com/sql/relational-databases/system-stored-procedures/sp-wait-for-database-copy-sync-transact-sql

=> A Failover Group lets you manage geo-replication and
automatic or coordinated failover for one or more
databases, either single databases or databases in an
elastic pool, across logical servers in different Azure
regions

-> [t is a business continuity solution that simplifies
management compared to active geo-replication, thanks to
stable endpoints and group-level failover

N



Failover Groups

Azure Traffic
User device Manager

@

Ingress Load End user

i Primary
ﬂ- logical SOL server Failover group

traffic

HI (read-write) DB Read-wnte listener
1

- traffic
i Application """ Read-only listener

. (read-only)

Primary region

Ingress Load

Application
(read-write)

Application

(read-only) .

Secondary regicn
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-> Built-in availability is part of the platform

=> Azure SQL handles patching, upgrades, and failover events
-> [ ocal redundancy protects against local failures

=> /one redundancy protects against availability zone outages
-> Applications should use retry logic

—



HA: Basic, Standard, and General Purpose

e Rep

Control Ring

Primary
Replica
Modes with

tempélb

tttttt

‘ Dataand Azure premium storage .
log files (LRS) data/log

Back Azure standard storage
B o (RA-GRS, LRS, ZRS) &
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HA: General Purpose zone-redundant

@ Azure Traffic Manager

Jv—lﬁ

AZ2 AZ3

Ccntrol Plng o %, Control Ring '.: %, ControlRing |
Failover

Modes w
Modes wit spare
spare capacity

HECLIR Azure standard storage
files ’ (RA-GRS, LRS, ZRS) .
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https://docs.microsoft.com/en-us/azure/azure-sql/database/high-availability-sla?view=azuresql&tabs=azure-powershell#general-purpose-service-tier-zone-redundant-availability

HA: Premium, Business Critical, Hyperscale

Application

Azure Region
GW

G\:f % GW .

Control Ring

Secondary
) Secondal
Replica Replica K
-~

/’ 88D, S50, \

data, log data, log \

Prirn_ary Availability Group
Replica

" Failover

55D,

Secondal
data, log Y

Replica

55D,
data, log

Backup Azure standard storage
h files (RA-GRS, LRS, ZRS) .
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-> Hyperscale uses a distributed architecture
-> Compute, page servers, log service, and storage are separated
=> tach layer provides its own redundancy

-> /one redundancy replicates components across availability
Z0Nes

-> Supported for Hyperscale databases and elastic pools

=> /one redundancy must be planned carefully for existing
datahases :

N



HA: Hyperscale and zone redundancy

a

Read-Write Read-write Read-Only
application

Zone 2

[£) ssD Cache SSD Cache

Primary replica HA secondary replica

44444444$%444447 444444ﬁ444444,

Zone redundant
log service i i

i

Page server 1 Page server 2 Page server 1 Page server 3

= ] = =
SSD Cache SSD Cache SSD Cache SSD Cache

* * + *

v v v v
E Data files % Data files % Data files
v v -
@ Snapshots @ Snapshots @ Snapshots

Non-covering SSD cache » Data pathway

— 3357 1DELPHIDAY
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=> Azure SQL Database is a fully managed Paas database
service in Microsoft Azure, based on the SQL Server engine

-> [t reduces infrastructure management by handling
natching, upgrades, backups, high availability, and
nlatform operations, while still requiring good database
design, security, performance tuning, and maintenance
practices

-
N



=> |t supports different deployment and purchasing models,
from single databases and elastic pools to DTU and vCore

models, with service
Business Critical, anc

iers such as General Purpose,
Hyperscale

-> [t is designed for moc

ern cloud applications that need

scalability, availahility, security, and operational simplicity

-
N



-> Start for free
-> aka.ms/getfreeazuresql

=> Azure SQL fundamentals learning path
=> aka.ms/azuresqlfundamentals

=> Azure SQL Workshop

-> aka.ms/sglworkshops

-> How to choose tool
-> aka.ms/chooseazuresq|

—
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https://segovoni.medium.com/automating-azure-sql-database-maintenance-tasks-overview-bdbadcb312bf
https://segovoni.medium.com/automating-azure-sql-database-maintenance-tasks-overview-bdbadcb312bf
https://segovoni.medium.com/automating-azure-sql-database-maintenance-tasks-overview-bdbadcb312bf
https://segovoni.medium.com/automating-azure-sql-database-maintenance-tasks-overview-bdbadcb312bf
https://segovoni.medium.com/automation-of-maintenance-activities-in-azure-sql-database-696faedb0cdf
https://segovoni.medium.com/automation-of-maintenance-activities-in-azure-sql-database-696faedb0cdf
https://segovoni.medium.com/automation-of-maintenance-activities-in-azure-sql-database-696faedb0cdf
https://segovoni.medium.com/automation-of-maintenance-activities-in-azure-sql-database-696faedb0cdf
https://medium.com/codex/automation-of-maintenance-activities-in-azure-sql-database-3-part-b6c444ccdf72
https://medium.com/codex/automation-of-maintenance-activities-in-azure-sql-database-3-part-b6c444ccdf72
https://medium.com/codex/automation-of-maintenance-activities-in-azure-sql-database-3-part-b6c444ccdf72
https://medium.com/codex/automation-of-maintenance-activities-in-azure-sql-database-3-part-b6c444ccdf72
https://learn.microsoft.com/sql/relational-databases/indexes/automatic-index-compaction
https://learn.microsoft.com/sql/relational-databases/indexes/automatic-index-compaction
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